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1) HaCTpOﬁ ka SNMPv3 (W eb uHTe pcbeﬁc) CTYNHHCKH] INEKTPOTEXHHYECKHH 3ABOA

1. Co3paem nonb3osatena USM User:
userl

Home >> Service >> SNMP >> V3 Detail : V3 User Name Table

O Path: Home >> Service »>> SNMP >> V3 Detail : V3 User Name Table

V3 User Name Table

[ M| oot | Eme | SouryLovd | AvrialonPrio | hriatonPasovord | Py Pl | e Pasovor
800065d303001ecd664517 | AuthPriv v| [MD5 | user1234 AES v user12345

Del

E
e
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1) Hactpounka SNMPv3 (web uHtepdenc)

2. Cozpgaem rpynny:
groupl

Home >> Service >> SNMP >> V3 Detail : V3 Group Table

O Path: Home >> Service >> SNMP >> V3 Detail - V3 Group Table

V3 GrouB Table

1 | default_ro_group

| |public

| [wcv]

-I default_rw_group II private

Ilmvl

group1 user1

|usm ~ |

Ilusmvl

[usm v |

Ilusmvl

[usm v |

Ilusmvl

[usm v |

IlusmVI

[usm v |

Ilusm*'l

[usm |

Ilusmvl

|IJSITIV|

Ilusmvl

|IJSITIV|

Ilusmvl
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1) Hactpounka SNMPv3 (web uHtepdenc)

3. Co3pgaem obnactb npocmoTpa Tabanupl MIB:
viewl

Home >> Service >> SNMP >> V3 Detail : V3 View Table

O Path: Home >> Service »> SNMP >> V3 Detail : V3 View Table
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V3 View Table

view

lincluded + |

- default_view

II included VI

| lincluded | |

II included + II

| lincluded | |

II included + II

| lincluded | |

II included + II

| lincluded ~| |

II included + II

| lincluded ~| |

II included + II

lincluded v | |

II included + II

| lincluded | |

II included + II
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4. ConocTtasnaem group u view:
groupl
viewl

Home >> Service >> SNMP >> V3 Detall : V3 Access Table

O Path: Home >> Service >> SNMP >> V3 Detail : V3 Access Table

V3 Access Table

1 group1 [usm v | AuthPriv view1 view1
- default_ro_group I. any v. NoAuthMNoPriv v Imllml
3 |default_rw_group | |any v| [NoAuthNoPriv v | | default_view v| | default_view v |
-I I. usm v.l NoAuthNoPriv VII None VII None VI
5 | | usm v| | NoAuthMoPriv V| | None V| | None V|
I. usm v.l NoAuthMoPriv VII None VII None VI
[usm v| | NoAuthNoPriv | [None ~| [None v
I. usm v.l NoAuthMNoPriv VII None VII None VI
[usm v| | NoAuthNoPriv | [None ~| [None v
I. usm v.l NoAuthMNoPriv VII None VII None VI
[usm v | |NoAuthNoPriv w|  [None ~| [None v|
I. usm v.l NoAuthNoPriv VII None VII None VI
[usm v | |NoAuthNoPriv »|  [None ~| [None ~|
I. usm v.l NoAuthMoPriv VII None VII None VI
[usm v| | NoAuthNoPriv | [None ~| [None v
I. usm v.l NoAuthMNoPriv VII None VII None VI
[usm v| | NoAuthNoPriv | [None ~| [None v
I. usm v.l NoAuthMNoPriv VII None VII None VI
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1) Hactpounka SNMPv3 (web uHtepdenc)

KoHdurypauma kommyratopa:

& COMS - PuTTY

switch03# show running-config
Building configuration...

hostname switch03

set
set
set
set
set
set
set

temperature high 85 low -40

voltage
voltage
voltage
voltage
voltage
voltage

vlan 1

ntp

ntp server 1 ip-address 192.168.0.11

V3.
username admin
15047ele62feedb19618096c9490419795417a19967d4122e448c0elaacd28468974fb4a25a93452
865a56945ab2ed9

clock timezone

snmp-server contact mail@stezelectro.ru
snmp-server location 142821, Moscow region, Stupino urban district, Shmatovo wvil

lage, Industrialnaya street, €

w o UMWY

mV high
mV high
mV high
mV high
nv high
nv high
privilege

e 3
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1000 low 800
1200 low 1000
1300 low 1100
1600 low 1400
1900 low 1700
3600 low 3000
15 password encrypted 86875faeal60aB84cfB8566£2b101e25530

no snmp-server community public

no snmp-server community private

snmp-server user userl engine-id 800065d30300lecdé64517 md5 encrypted 8A145BDC6EB
73795FF0961CDCE4899DDF priv aes encrypted DEBAF1B43B48DESD480A9DCADDICEFS54
snmp-server security-to-group model v3 name userl group groupl

snmp-server view viewl .1 include

snmp-server access groupl model v3 level priv read viewl write viewl

Nno Snmp Lrap securlity
radius-server disable

mvrp managed vlan 1-4093
1

interface Ethernet 1/1/1

interface Ethernet 1/1/2

interface Ethernet 1/1/3
1

-— more ——, next page: Space, continue: g, quit: ACI
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Mpumep KoHPurypaumm SNMPv3:

configure terminal

snmp-server user user2 engine-id 800065d303001ecd664517 md5 user1111 priv aes user11111
snmp-server security-to-group model v3 name user2 group group2

snmp-server view view2 .1.3.6 include

snmp-server access group2 model v3 level priv read view2 write view2

end

save



2) Hactponka SNMPv3 (CLI)

Pe3ynbrar:

O Path: Home >> Service >> SNMP >> V3 Detail : V3 User Name Table

V3 User Name Table
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O Path: Home >> Service >> SNMP >> V3 Detail : V3 Group Table

O R

O Path: Home >> Service >> SNMP >> V3 Detail : V3 View Table

V3 View Table

|wew1 ‘ |included V| |,1

-Iwew.? II included VII.1.3.B

3 |default_view | [included v| |1
-I II included VII

5 [ | [included v
-I II included VII

7 [ | [included v
-I II included VII

9 [ | [included v| |
-I II included VII

V3 Group Table

| |800065d303001end564517 | [NoAuthNoPriv v | [MD5 v | [DEsv| | 1 groupt |”Se’1 | lusmv]
L e s e e e e L II_ |

300065d303001ecd664517 AuthPriv MD5 e AES i 3 | [usm v|
| II B e v I

5 | | | lusmv]
I || N en v I

L | | | lusmv]|
N ||| I o I

9 || | | | [usm~]
| ||| B s v I

O Path: Home >> Service >> SNMP >> V3 Detail : V3 Access Table

V3 Access Table

1 |gruup1 | usm V| ‘ AuthPriv ~ | |view1 hd ‘ ‘ view1
-IgruupZ I. usm ¥ .mhpnv ~ II view?2 v II view2 hd I
3 |default ro_group | |any V| ‘ NoAuthNoPriv V| |dEfau|‘l view V‘ ‘ None
-I default_rw_group I. any v .I NoAuthNoPriv v II default_view v II default_view v I
| usm V| ‘ NoAuthNoPriv V| | None V‘ ‘ None

I. usm v .I NoAuthNoPriv v II None hd II None hd I

7 | |usm Vl ‘NuAuthoanvl |Nune V‘ ‘Nune Vl
-I I. usm v .I NoAuthNoPriv v II None hd II None hd I
9 | |usm Vl ‘NuAuthoanvl |Nune V‘ ‘Nune Vl

I. usm v .I NoAuthNoPriv + II None

VII None VI
ST




CT=3
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Ynanutb group2 n3 V3 Access Table.
KomaHpga CLI:
no snmp-server access group2 model v3 level priv read view2 write view2

O Path: Home >> Service >> SNMP >> V3 Detail : V3 Access Table

V3 Access Table

:
1 [group1 | [usm | | AuthPriv w|  [viewt v | viewl v|
-I group2 I. Usm v . AuthPriv ~ II view2 hd II view2 VI
3 |default_ro_group | lany v/ |NoAuthNoPriv v | | default_view v| |None v|
PE N setaui_w_group I any ~ I NoAuthNoP v ~ B defauit_view ~ JI cefauit_view v |
5 [ | [usm v/ | NoAuthNoPriv +|  |Mene ~| [ None v|
-I I. Usm v .I NoAuthNoPriv ~ II None ~ II None VI
7 [ | [usm v/ | NoAuthNoPriv »|  |Mene ~| [ None v|
-I I. Usm v .I NoAuthNoPriv ~ II None ~ II None VI
9 [ | [usm v/ | NoAuthNoPriv »|  |Mene ~| [ None v|
-I I. Usm v .I NoAuthNoPriv ~ II None ~ II None VI .

O Path: Home >> Service >> SNMP >> V3 Detail : V3 Access Table

W3 Access Table

:
1 |group1 | [usm v | | AuthPriv v |viewl v| [viewt v
-I default_ro_group I. any v .I NoAuthNoPriv v II default_view v II None A I
3 |default_rw_group | [any v| |NoAuthNoPriv v | | default_view v | | default_view v
-I I. usm v .I NoAuthMoPriv ~ II None A II None hd I
5 [ | [usm v | | NoAuthNoPriv v|  [Nene ~| | Nene v
-I I. usm v .I NoAuthNoPriv v II None v II None v I
7 [ | [usm v | | NoAuthNoPriv ~|  [Nene ~| [ Nene v
-I I. usm v .I NoAuthNoPriv v II None - II None v I
9 [ | [usm v | | NoAuthNoPriv v|  [Nene v| [Nene v
-I I. usm v .I NoAuthMoPriv v II None A II None hd I .
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Ynanutb group2 n3 V3 Group Table.
KomaHpga CLI:
no snmp-server security-to-group model v3 name user2

O Path: Home >> Service >> SNMP >> V3 Detail : V3 Group Table O Path: Home >> Service >> SNMP >> V3 Detail : V3 Group Table

V3 Group Table W3 Group Table

1 |grnup1 |user1 |usm v 1 [groupi | |usert | |usm v |
-la_L_l : |__| e | | i Lem
|usm v 3 || | |usm v |
-l || l. usm v [ Tl il |. wsm v [1
| | | |usm v =l | | [usm v |
-l i l. usm v [ I il |. wsm v [ 1]
T | | | lusm v | T | | lusm v |
B 1o I. usm v Il ENT Il |. usm v [
° | | [usm v | al | | [usm v |
S 10 I. won < 1l o Il |. wem v [
— . .




2) Hactponka SNMPv3 (CLI)

Yoanutb view2 n3 V3 View Table.
KomaHpga CLI:
no snmp-server view view2 .1.3.6 include

O Path: Home >> Service >> SNMP >> V3 Detail : V3 View Table

3 View Table

1 |view1 | |included v| |1 |
D Liew2 | T | EEE |
3 |default_uiew | |in-::|uded V| |_1 |
Nl Loz ]
5 | lincluded + | |
el || BT | ]
7 | lincluded v/| | |
i || e ~ |1 ]
9 | lincluded v| | |
e || rwies v ]

O Path: Home >> Service >> SNMP >> V3 Detail : V3 View Table

V3 View Table

1 |wew1 | ||nc|uded V| | 1
-I default_view II included VII 1
3 | lincluded v| |
-I II included VII
5 | lincluded ~| |
-I II included VII
7 | lincluded v | |
-I II included VII
9 | lincluded v| |
-I II included VII
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3) NMpoBepka padboThl

[nsa npoBepKu paboTbl ncnonblyem MIB Brower.
B HacTpoMKax yka3biBaem IP agpec kommyTtatopa, SNMP Version 3.

L

File Edit Operations Tools Bookmarks Poll

Address: - (192.168.0.3 ~ | Advance

SNMP MIBs

2| stezDevinfo
~[# stezDevNEId
[ stezDevipAddr
-[#f stezDevipMask
-~ stezDevType
- stezDevSIothum
- stezDevRunTime
o

g stezDevMng Type
-~ stezDevsSnmpVersion
-[#f stezDevSnmpRespPar|
-[# stezDevSnmpTrapPart
(B stezDevMaxAllowTrapll
[ stezDevSnmpTraplpAg
[ stezDevSnmpROComn
[ stezDevSnmpRWCami|
~[# stezDevMaxaliowEmsN

[ ctazMaumdarinArdrl ict

stezDevMName

1.3.6.1.4.1.60313.19.1.7

STEZ-DEV

DISPLAYSTRING (SIZE(0..32))

read-write

+

@ Advanced Properties of SNMP Agent

Address |192.168.0.3

Part 161
Read Community
Write Community
SNMP Version 3
SNMPv3
USM User user1
N
Security Level auth, Eriv
Auth Algorithm  MDS
Auth Password user1234
A
Privacy Algorithm  AES
Privacy Password user12345
-
Context Name

Engine ID OxB800065D3 0300 1ECD 66 45 17

Localized Auth Key 0x8A 14 5B DC 6B 73 79 5F FO 96 1C DC E4 85 9D DF

Localized Priv Key Ox D& BA F1 B4 3B 48 DE 5D 48 0A 9D CA DD 1C 8F 54

Cancel Copy

:I Operations: | Get Next ~

& Go

Type ‘ IP:Part
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KommyTtaTtop morkeT paboTtaTtb co ctaHaapTHbimmn MIB. Hanpumep, MIB RFC1213.
Takxke nogaeprkubatotca MIB ot STEZ (npeaoctaBnatoTca no 3anpocy).

[MpOCMOTp 3arpy*KeHHbIX B NnpunoxkeHne MIB:

General Default Values .'-\gents"""EF”E‘S

MIB File Name

C\_temp\STEZMIBS0301\mibs\STEZ-DEV MIB

C\Program Files\ireasoning\mibbrowserimibs\RF C1213-MIB

Add Delete

Ok Cancel




3) NMpoBepka padboThl

MpoBepKa paboTbl ctaHaapTHOro MIB RFC1213 B pexkume SNMPv3:

@& iReasoning MIB Browser - O X
File Edit Operations Tools Bookmarks FPaolls Expressions Help
Address.  ~ [192.168.0.3 ~| Advanced.. |0ID:[13.61.212218 | Operations: | Get Next v @ co
SNMP MIBs Result Table
- @sysservices " Name/oID Value Type [ PPot | g
& L interfaces sysDescr.0 STEZ Ethernet Switch Octetstr...|192.168 ..
sysUpTime.0 3 hours 37 minutes 0.92 secand (1302092 TimeTicks|192.168...| —
‘lfﬂumber
= E T?ble sysContact.0 mail@stezelectro.ru Octetstr...|192.168...| [J
) eEntry sysName.0 switch03 OctetStr...|192.168...| 4
sysLacation.0 142821, Moscow region, Stupina urban district, Shmatovo vill .|OctetStr.. [192.168 ..
%.lflndex y 9 . =
ifOpersStatus. up nteger 168...
Descr fOperstatus. 1 1 Int 192.168
ifOperstatus. up nteger 166..| &
‘fm’pe fOperstatus.2 1 Int 192.168.. | &
ifOperstatus. own nteger 168...
‘Wt“ fOperstatus.3 down (2 Int 192.168
ifOperStatus. own nteger 168,
‘ffSpee“ fOperStatus 4 down (2 Int 192.168
@ ffphyf’_‘qddress fOperstatus.5 down (2) integer [192.168...
(2 iAdminStatus fOperstatus.6 down (2) integer [192.168..
_ aiLs fOpersStatus.7 down (2) integer  [192.168 ..
- fLastchangs fOperstatus.8 down (2) integer 192168
- WifinOctets fOperstatus.9 up (1) integer  [192.168...
& MinUcastPids fOperstatus 10 down (2) integer  [192.168...
e MinhUcastPits fOperstatus 11 down (2) Integer 192,168
- QifinDiscards ifOpersta Integer
- ifinErrars
.. 8 ifln] Inlen D ratae e
< >
Name ifOperStatus "
oD 1361212218
MIB RFC1213-MIB
Syntax INTEGER {up(1), down(2) testing(3), u... |...
Access read-only
Status mandatary v

i50.0rg.dod internet. mgmt. mib-2 interfaces ifTable fENtry ifOpersStatus

CT=3

CTYNHHCKHA INEKTPOTEXHHYECKHA 3ABOA



3) NMpoBepka padboThl

MpoBepkKa paboTtbl MIB STEZ-DEV B pexknme SNMPv3:

@& iReasoning MIB Browser O *

File Edit Operations Tools Bookmarks Polls Expressions Help

Address: - | 192.168.0.3 ~| Advanced... | olD: | 1.3614160313192100 ~ | Operations: | Get Next ~ & Go

SNMP MIBs Result Table
Tl SEIUEVTIMELOESUnIOTE
-[# stezDevTimezoneSubMinute Name/olD Value Type © | IPPort | ¢3
@ stezDevTypeName stezDevName 0 switch03 OctetStr.[192.168...
@ stezDevSerialNumber stezDevMasterPawerState.0 powerDisable (2) Integer  [192.168...
- stezDevSw\version stezDevBackupPaowerState .0 backupPwNarmal (1) Integer  [192.168... O
- stezDevHWVersion stezDevTypeMame.0 STEZ3000-8G-4GSFP-24 OctetStr...|192.168... 4[')
..... ) stezDevLg\ersian stezDevSerialNumber.0 SE0CO057A231200008 OctetStr...[192.168 ... ﬁ

- | stezDevPerforminfo stezDevsw\ersion.0 TOOD2 OctetStr...|192.168...

- cpuCurrentUtiRate stezDevHw\ersion.0 W11 OctetStr..|192.168.. | &
‘ cpuLongTimeUtiRate stezDevLgVersion.0 WV1.1.2 OctetStr...|192.168...
- devMemaryTatalNum f Integer
-8 devMemaryFreeNum
- devMemaryAllocNum
[ cpultiRateLimit
[ memUtiRateLimit
[ devRingLoadRate
-[# deviMemoryUtiRate
- devTemperatureHighLimit
= devTemperatureLowerLimit «

£ >

Name devTemperature

(][] 1.36.14160313.1.92.10

MIB STEZ-DEV

Syntax | INTEGER (-40.100)

Access read-only

Status current

CT=3
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3) M poBepKa paGOTbl CTYNHHEKHi INEKTPOTEXHHYECKHT 3ABOA

[MpoBepKa aaHHbIXx B WireShark. Bepcua npotokona SNMPv3.

Daiin  Pegaktwposanme  [pocmotp  3anyck  3axeat  Ananms  Cratuctvka  Tenedonna  Becnposecanoid  Wnctpymentel  [omolwe

| R XRE Re=s=FisE/Eaaan

(I Jsnmp BEd )+
Mo, Time Source Destination Protocol Length Info ~

9663 2025-087-85 16:21:07,646931 192.168.08.112 192.168.0.3 SNMP 113 get-request

9664 2025-87-05 16:21:07,648883 192.168.0.3 192.168.0.112 SNMP 153 report 1.3.6.1.6.3.15.1.1.4.@

9665 2025-67-85 16:21:07,682424 192.168.6.112 192.168.8.3 SNMP 176 encryptedPDU: privKey Unknown

9666 2025-087-85 16:21:87,687850 192.168.0.3 192.168.0.112 SNMP 181 encryptedPDU: privKey Unknown

9671 2025-87-85 16:21:09,598026 192.168.0.112 192.168.0.3 SNMP 113 get-request

9672 2025-87-05 16:21:09,602216 192.168.0.3 192.168.0.112 SNMP 153 report 1.3.6.1.6.3.15.1.1.4.@

9673 2025-087-85 16:21:09,636155 192.168.08.112 192.168.0.3 SNMP 176 encryptedPDU: privKey Unknown

9674 2025-87-05 16:21:09,641201 192.168.0.3 192.168.0.112 SNMP 1808 encryptedPDU: privKey Unknown

9679 2025-87-05 16:21:11,332658 192.168.0.112 192.168.0.3 SNMP 113 get-request

9680 2025-87-85 16:21:11,336169 192.168.0.3 192.168.0.112 SNMP 153 report 1.3.6.1.6.3.15.1.1.4.8

9681 2025-87-05 16:21:11,373544 192.168.0.112 192.168.0.3 SNMP 176 encryptedPDU: privKey Unknown

9682 2025-87-05 16:21:11,378990 192.168.0.3 192.168.0.112 SNMP 182 encryptedPDU: privKey Unknown

9786 2025-07-85 16:21:21,239000 192.168.08.112 192.168.0.3 SNMP 113 get-request

9707 2025-87-05 16:21:21,242302 192.168.0.3 192.168.0.112 SNMP 153 report 1.3.6.1.6.3.15.1.1.4.@

9708 2025-87-05 16:21:21,276929 192.168.0.112 192.168.0.3 SNMP 176 encryptedPDU: privKey Unknown

9789 2025-87-85 16:21:21,284138 1192.168.0.3 192.168.0.112 SNMP 177 encryptedPDU: privKey Unknown

v

< >

cd 66 45 17 98 80 45 00
ea af c@ a8 00 @3 <@ a8
75 39 30 81 84 02 @1 @3

Frame 97689: 177 bytes on wire (1416 bits), 177 bytes captured (1416 bits) on interface \Dewvice\NPF_{821DH
Ethernet II, Src: KYLANDTe 66:45:17 (B0:le:cd:66:45:17), Dst: PcsCompu_ed:Be:4a (08:00:27:ed:Be:4a)
Internet Protocol Version 4, Src: 192.168.8.3, Dst: 192.168.8.112
User Datagram Protocol, Src Port: 161, Dst Port: 58395
v Simple MNetwork Management Protocol

msgVersion: snmpv3 (3)

msghlobalData

msghuthoritativeEngineID: B880865d303081lecd664517

msgAuthoritativeEngineBoots: 97

msgAuthoritativeEngineTime: 13157

msglseriame: userl

msgAuthenticationParameters: 9ac7e7ea@3487043d1c4c32d

msgPrivacyParameters: b2bf3féeeldbtS8ce
~ msgData: encryptedPDU (1)

encryptedPDU: 1@8f353ec4@6aeBcf3672584d21528d6090aldd265706CT69779b429%e3e94c68187abd ..

8b 80 80 65 d3 83 89 le
82 33 65 B84 @5 75 73 65
83 48 70 43 dl c4 <3 2d
58 ce @4 35 1@ f3 53 ec

ceee2ne- X--5--5-

21 52 8d 68 98 al dd 26 @j--6~XM !R-"---&

e3 e9 4c 68 18 7Ja bd ¢9 W--iw-B- --Lh-z-

aa 49 6d e7 d1 43 c1 d6  S---DI]- -Im--C-
D

< >

() 7 Simple Network Management Protocal: Pratocol || MakeTen: 10011 - Nokasares: 116 (1.2%) H Mpodwins: Default



3) NMpoBepka padboThl

Ypoanaem nonb3osartensa userl B kKommyTtaTtope. [posepAem AOCTYNHOCTb AaHHbIX N0 SNMPv3:

B er

@ iReasoning MIB

File Edit Operations Tools Bookmarks Polls Expressions Help

Address:  ~ [192.168.0.3 ~| Advanced... |OID:|.1.3.6.1.4.1.60313.1.9.1.7.0

SNMP MIBs

= stezDewv
| stezDevinfo
-[# stezDevNEId
-[2F stezDevipAddr
-[#f stezDevipMask
-8 stezDevType
- stezDevSlotNum
-8 stezDevRunTime
stezDevName
-2 stezDevMng Type
-@) stezDevSnmpVersian
-2 stezDevSnmpRespPart
-2 stezDevSnmpTrapPort

[B stezDevMaxAllowEmsNum
o4 stezDevMgripAddrList
- stezDevMasterPowerState

<

~[2f stezDevMaxAllowTrapDesthL
~[2f stezDevSnmpTraplpAddrList
-2 stezDevSnmpROCommunity
-2 stezDevSnmpRWCommunity

>

w

— m} x
~| Operations: | Get Next v @ Go

Resuit Table

Name/CID Value Type IP:Part 9
stezDevName .0 switch03 OctetStr...[192.168...
stezDevMasterPowerState 0 powerDisable (2) Integer  [192.168...| ==
stezDevBackupPowerState .0 backupPwhormal (1) Integer  [192.168... D
stezDevTypeName .0 STEZ3000-8G-4GSFP-24 OctetStr...|192.168 P
stezDevSerialNumber.0 SEO0CO057A231200008 OctetStr...|192.168... ﬁ
stezDevSw\ersion.0 TOO0O2 OctetStr...|192.168...
stezDevHw\ersion.0 W11 OctetStr...|192.168..| &
stezDg e = % OctetStr...[192.168...
devrg T Integer  [192.168...

MName stezDeviame

QID 1.36.141603131.91.7

MIB STEZ-DEV

Syntax | DISPLAYSTRING (SIZE(0..32))

ACCESS read-write

Status current

SNMPv3 authentication failed (192.168.0.3)

Request has been sent. Waiting for response...
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